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ODP 616-77 
4 April 1977 


MEMORANDUM FOR: Deputy Director for Administration 


PROM > Clifford D. May, Jr. 
Director of Data Processing 
SUBJECT : Compromise of Classified bata 
REFERENCE : ODP 582-A~-77 dtd 31 March 77, same subject 


as The purpose of this memorandum is to advise you 
of the current status of the Credit Union/IRS security com- 
promise. This is the situation to the best of our knowledge 
as of Friday, 1 April 1977. 


2. Based on conversations between IRS representatives 
and ODP technicians, it was determined that the only process- 
ing done by IRS was the creation of a duplicate tape. ‘Yhis 
duplicate, plus the Agency original, and all associated machine 
run listings of those tapes, have been returned to the agency. 
Accordingly, we have concluded that no classified information 
remains in the hands of IRS. 


3. Following program correction, a subsequent tape, 
produced in accordance with the original specifications, 
approved by ODP, NWFCU and CCS, was delivered for validation 
by NWFCU and CCS on Friday morning. Based on an examination 
of this tape, NWFCU and CCS still identified approximately 
100 names which had to be removed before the tape would be 
acceptable for distribution to IRS. It remains unclear to 
ODP why the mutually acceptable logic did not exclude the 
approximately 100 names. Investigation as to the cause for 
this limitation will be undertaken. Programming efforts to 
remove the 100 names was started on Friday, 1 April. We have 
mutually agreed with NWFCU and CCS that we will have a tape 
available by the opening of business on Wednesday morning, 

6 April 1977. Upon review and approval by AWFCU and CCS, 
the data will be delivered to IRS. 


tanding that an IRS representative 

ay, 1 April, but this Office has 
occurrence or nature of this visit. 
referenced memorandum, we are conduct~- 
e that there is not a repetititon 

ll be appraised of our findings. 


M>psstoos7sRooossdusborze °° “S8Ye Jr. 
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on an Gxamination of this tape, NWFCU and CCS stitt 


it 


ntified approximately LOO names which had to be 
removed before the tape would be acceptabla for 
distribution to IRS. It remains unclear to opr why 
the mutually acceptable logic did not exclude the 
approximately 100 names, investigation as to the cange 
tor this Limitation will be undertaken. Programming 
atfort to remove the 100 names was started on Friday, 
. April. We have mutually agreed with nwecu and ccs 
that we will have 4 tape available by the opening of 
Husineas on Wednesday morning, 4 April 1977. uUpan 
xeview and approval by NWFCU and Ccs, the data will be 
delivered to IRs. 

§. kt is our understanding that an IRS Rep visited 
che Agency on Friday, 1 April, but this office has not 
heen advised ag tO the occurrence or nature of this visit. 
AS in paragraph 7 of the referenced memorandum, we are 
conducting a post mortem te insure that there ig not a 
repetition of this situation. You will be appraised of 


our Lindings, 


Clifford 0. May, Jr. 
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MDMORAEDUM FOS: OSaputy cirector for Acministration 


PROS 2 2iFferd ©. May, Jr. 
virecter of Gata Processing 


SEUBSECT : Cemuoremies of classified (ata 


i. She purpose of thie samoerandan is to advise you 
ef a compromise of classified information involving -orth- 
weet Federal credit (sien (:4PCU) receards. 


Ze Annually the “HPCD aubmita to the Internal Pavenue 
Zervies (125) a Listing of all owert active duty employems woo 
ave valé dividends by the credit Usies. fig listing contains 
the name, addres, 75% aad amount paid ia dividends during 
the previous year. for the 1976 taxable year, it was decided 
to inelude in the listing retired ewert eusleyees. ODP 
designed a computer croqram to compare the “NTCO records 
with $84‘s contained in the cower an? Commercial Staff records 
and ¢liminate all owrce reeords for persoanel under cevar. Te 
eurged listing, without the names of covered versennel, would 
he @ent to the IRS. 


a. lasing the past weekend, this new pragras was run 
ia the CRP Computer center and the resultant tepa wan Joliv 
ered to the “¥PCE rapresentatives fer hand carrying to the 
YRS fa Piledelphia. “he tape was accoupanivd sy a & or 45 
page printout ae that IRS could determine wietaer the Jata 
om the tape vag in proper format. “se tape and printout ware 
Sglivered at agon on 29 March 1377. Arent Loe? heures on 
43 Sareh, the OOP vregrasmmurs, in tha course of documenting 
tha progras changsa, noted several same# of personne] they 
kaew to be ender cover in the printevt of the laforaation 
went to Taf. Ib was clear that we bad qivan [82 a4 tape son 
taining classified ¢15 information. 


as tn ageordance vith oDP procedures, the 2D fecurity 
officer was inmeediately sotified, The facurity -ffieer con- 
tacted & EWYCU reorewcntativa, explained the greblem, and 
asked for the nama of a gortact at TkG. “oe Security officer 
then contacted the cergon at I40, advided sin that the tare 
orebably contained clasalfied information, auc asked him set 
te preceae it and give it orepoar protection. “se 2ko repre: 
sentative agreed to take thie action. 


mora te 
amend at we, 


PDET cL ne thztay 
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te barly on 30 Sarel, tye office of Sacarity BAS ORRERS 
t@ arranges for their Fapxregentative ¢ 


piek up the tage from Cte i218 260 Febuxn it to S¢@dituar ters, 
The IRS representative in *ndladeipaia, enndering wiy TA 
should be interested in an +E tape, checked with ais super ~ 
visor in Yaahington. nis resulte: cell frou aa op 
Comalsesioner of ILS te AS tne reeule : 
further discussione tarougn Chis chasnel, arrvangemeats wors 
made for a WECU employee te pick up the tape in Philadelphia 
om 31 Maxch. Ye also igarned tarcug: thie chasnel that nome 
precessing of the .sFco Lape was dome oy TAL sefore reeaivine 
the c@ll froes the <TA tecurity Officer, contrary te the in- 
formation we were given earlier, 


Gs CREYent States art Pencing .c¢ioag aa of $20, 31 Mares. 
SAL OR Re RE AE RI OCLC Te ERR Pct ny OE OER 5 it llr nenecte: xi miei SREY SEEN EW ae id: te emma ei abies PO RO AOS Hare Ee ee A 


Rs Se believe that about gixteas Hawes GF veoole 
ander cover are inelauded on the 4-5 page printout crevided 
to TRE. we balievs ag BGny a3 1500 names of people under 
cover may be included in the tape gives to IRS. we 
believe that normal a5 erecedures for erotecting income 
tax~-related data will vagure prGtetiion of IA classifies 
date fren further “Lé@genination, 


b. Me have sositively idantifiac 482 Gorrecthad tne 
programming arxer which caused tie Classified information 
te app@ar in the tape sank to Puiledelonia, fhe erograrzaiiad 
efor Cansec the saueg of covered personnel with sore thax 
One 2000unt in the HFC ta appear in the tape that went 
te Fas, 


ile He will have a sew tape Ready this morning for 
delivery to 2S uy an “WCU repragentative. « cower and 
commercial Staff (ccs) tepresentative will be asked te 
SOS A orluteut of che new TO, $6 ensuars that it cen- 
tains no names ef coverad perucnnel , 


the Whee the tape ie eleered By 08, it wilh be 
released to 128. its original tape will ve retr faved 
wnem the new one is delivered te iss. 


De Au Off4ee of Zegurity Tagresentative «ill aset 
with COS vergennel this soxrning to oo over tke listing of 
Hases of covered ansloyeca that originally was sent to 
ifS. & deternimation will oe R&ale Yegardiag actions 
that shoulda be taken in view of the oe@moromiae. 
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| f. “DP representatives, workin 
re t ¢ working through 
25X1A | | Sill attempt to determine whether Ine still 
retains any Of the classified data as a result of their 
processing of the tape. If so, further action, as ap- 
propriate, will be taken through or, 25X1A 


7, ‘She release of the sriginal cap a outsaid 
. cape a cape tO an Outaida 
philip dur tanta without firgt sereening a printout for classi-- 
a inforaation appears to ve a clear viclation of publisned 
ODP security instructions. After all che Facte are know: 
appropriate aetion will be taken. : 


a, 


&. Twill keep you advised of further develogments. 


CLif€erad 2. May, Jr. 
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